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THE CELLULAR TELECOMMUNICATIONS INDUSTRY ASSOCIATION
1‘ THE PERSONAL COMMUNICATIONS INDUSTRY ASSOCIATION
THE TELECOMMUNICATIONS INDUSTRY ASSOCIATION

THE UNITED STATES TELEPHONE ASSOCLATION

March 20, 1998

3 The Honcrable Janet Reno

| U.S. Department of Justice

? Tenth and Constitution Avenua, N.W.
Washington, DC 20530

Dear Attomey General Reno:

Thank you fot your recent letter. clarifying several issues raised at our [ast
meeting with Assistant Antomney General Steve Colgate and the FBI. We gladly accept
your offer of further clarification on the FB!'s Final Notice of Capacity.

We are concerned, however. at other remaining divisions between industry and
the Department of Justice — particulatly the FBI's insistence that the compliance deadline
will only be extended for carriers that agree to peovide all nine of the “punchlist™ items as
well as the Bureau's failure to recogrize thet compliance is nat resasonably achievabie
within the current statutory deadline for currently installed or deployed technologies.

{t is unreasonable to ask industry 0 pursue implementation of the punchlist
features at this time when neither the FB{ nor the Enhanced Surveillance Standard (ESS)
Commitiee has developed detsiled and standardized specifications for these requirements.
This is. in essence, a demand that if industry wants an extension it must abandon its
deeply held views about what feasures CALEA requires. Finally, failure to deem
surrently installed or deployed technologtes in compliance will shift costs unreasonably
to industry and impose competitive disadvantages between different carriers and

technologies.

For these reasons, we would understand if you decide, as you have previously
indicated, that the best resolution of this issue is 10 request a hinding determination from
the Federal Communications Commission. Such a requess will not affect industry’s
willingness to participate in either the 60-day pricing exercise discussed at our meeting
on Friday, March 6, 1998, the on-gaing ESS effort, or industry”s commitment o develop
CALEA solutions for future technologies.
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We appreciate your continued. personal involvement in these efforts and hope that
an efficient implemencation of CALEA will soon be possible.

Sincerely.

[®)
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TESTIMONY OF

MATTHEW J. FLANIGAN

PRESIDENT,
TELECOMMUNICATIONS INDUSTRY ASSOCIATION

BEFORE THE CRIME SUBCOMMITTEE OF
THE HOUSE COMMITTEE ON THE JUDICIARY

October 23, 1997
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A, [utroduction

Thank you Mr. Chairman for giving me the opportunity to appear before vou and
the other distinguished members of your committee, No one can dispute that these hearings are
timely and necessary. My appearance today is on behalf of the members of the
Telecommunications Industry Association ("TIA"). TIA represents more than 600 United States
companies that manufacture and supply the equipment that is cthe backbone of the
telecommunications industry - from switches for landline, cellulas, PCS and satcllite systems to
pagers to two-way radjos.

[mplementation of the Communications Assistance for Law Enforcement Act of
1694 ("CALEA") is at an impasse that industry and government have not been able to break.
Congress intended that most of the ishplementation of the act would have occurred by the act's
fourth. anniversary, October 25, 1998. Regrenably, for the reasons | will discuss below, that

deadline cannot be met. ,
[ am pleased to report, however, that in the past week manufacturers have

" reeaived a number of promising signals from the FBI. AfRer several months of being excluded
from meetings, last week TIA and several manufacturers wete contacted by Mike Warren. the
new section head for the CALEA Implementation Section at the FBI. He asked for a series of
meetings and has offered to enter into good faith negotiations with the manufacturers, with the
hope of achieving an agreament on CALEA's capability requiraments.

Unfottunatoly, this is not the first time that such an appeal has been made by the
FBI. 1n many ways, the FBI's current requast is reminiscent of those we received when we first
began the standards process in early 1995, immediately after the passage of CALEA.

At that time, the FBI approached T1A and asked, understandably, ta be involved
in the standards process. TIA was glad to welcome the FBL into the process, hoping that with the
constructive participation of law enforcement we would be able to arrive at a standard that was

d
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acceptable to all parties, [ndeed. as reflected in our Engineering Manual. TIA has aiways

encouraged the active participation of government entities in our standards process.
Cnfortunately, our attempts to avoid confrancation and ac good faith negotiation

with law enforcement have put us where we are today: a year away from the compliance

deadline and still without a standard to which to build.

B. The Standards Process

As the president of TIA, [ am in a unique position t1© comment on the industry
standards process and how we arrived st our curtent situation. TIA, as an institution accredited
by the American National Standards [nstitute (ANSI), was selected by the telecommunications
industry to promulgate the industry's CALEA standard.

Upon passage of CALEA, TIA promptly initiated a standards program. TIA set
an ambitious schedule -- hoping to complete the sw on an cxtwremely expedited basis.
Although there were some substantive disagreements within induswy (as there always are in a
standards process), these were resolved on a fairly rapid basis.

Disagreements with the FBI, however, were not so easily resoived. It gradually
became apparent that law enforcement and industy had markedly different interpretations of
what was required under CALEA.

In cetrospect, we should have done what CALEA provides: passed the features on
which industry agreed as the industry “safe harbor” standard and told the FBI that if it considered
thig standard to be deficient it should challenge the standard at the FCC. [nstead, however, we
accepted repeated FB! requests for more consultation, more meetings, and more drafts - all in
the hopes of arriving at some acceptable middle ground where the FBI and industry could reach
consensus.

In fact, for the past two and a half years, a vast majotity of the standards meetings

were devoted (o addressing law enforcement's concerns and seeking such an agreement.
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- SUMMARY

Both the Center for Democracy and Technology and the Department of Justice recently
filed petitions pursuant to the Communications Assistance for Law Enforcement Ac; of 1994
(“CALEA"™), challenging the inclustry ~safe harbor™ standard (3-STD-025) as deficient.

T1A respectfully requests the Commission to act promptl& on both petitions and
immediately initiate a rulemaking to resolve these challenges. Manufacturers currently are
devoting enormous engineering resources to build the equipment and software to meet J-STD-
025. The existence of thess chidlenges - sesking, alternatively, dramatic expansion and
contraction of the standard -- his created great uncertainty about whether manufecturers will
have to modify their solutions. To avoid unnecessary waste of time, engineering resources and
lost opportunity costs, as well s to avoid further delays in implementing CALEA, manufacturers
are in need of immediate guidance from the Commission.

Because, even on an expedited basis, the Commission’s substantive determination may
not be completed for several months, TIA hereby requests that the Commistion:

first, immediately announce, at the beginning of its rulemaking, that enforcement of
CALEA is suspended until the Commission issues its final determination;

second, establish, also at the beginning of its rulemaking, a reasanable compliance
schedule of at least 24 months for manufacturers and carriers to develop, install and test the
software and equipment necessary to implement the Commission’s final decision;

third, establish an expedited schedule for addressing these challenges; and

fourth, should the Coinmission determine that J-STD-025 is deficient, remand any
technical standardization work to TR-45.2.
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TIA welcomes the Comsaission’s resolution of this difficuit dispute and hopes thata
prompt solution will be possible.
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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Macter of )

)
Rulemsking Undar Section 1006 )
of the Commuaications Act of )
1934, 23 amended, and Section 107 )
of the Communications Assistance ) Dacket No.
for Lew Enforcement Act to Resolve )
Technical Issues and Establish )
2 New Compliunce Schedule )
To: The Commission

PETITION FOR RULEMAKING

In the last several days both the Center for Democracy and Technology (“CDT™) and the
T Us. Department of Justice have filed petitions pursuant to the Communications Assistance for
Law Enforcement Act of 1994 (“CALEA™," asking the Commission to declare deficient the
industry “safe harbor™ standard (3-STD-025)? jointly promulgated by petitioner, the

: Communications Assistance for Law Enforcement Act, Pub. L. 103-414, 108 Staz. 4279 (1994),
sodified at 47 USC § 1001 g3 368,

2 The Telecommunications Industry Associstion (“TIA") has provided complementary copies of J-
STD-02S to the Commission staff for their use in this and related proceedings. TIA requests that the Commission,
as [t has done in the pust, see, .8, 47 CF.R. § 1.1307(b)4) and 47 C.F.R § 63.317, respect the intellectual property
rights of T1A and the Allisncs for Telecommunications Industry Solutions in this copyrighted document and follow
the guidunce of Cifiecs of Management and Budget Circular A«119, Federal Participation in the Develogment and
Use of Voluntary Consensus Siandards and in Conformily Assessmens Activiies, 63 Fed, Reg. 854S, 1 6j (Feb. 19,
1998)(speocifying that an sgency “should reference voluntary consensus standards, along with sousces of availability,
in appropriate publications, regulatory ordors, and related intemal documents. . . . 1fa voluntary standard is used
and publisbed in an agency document [the Comnmission] must observe and pronct the rights of the copyright holder
and any similar obligations.™).
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Telecommunications Industry Association (“TIA™),’ and Comminee T-1, which is sponsored by
the Alliance for Telecommunications Industry Solutions.

Pursuant to section 107(b)(S) of CALEA and section 1.401 of the Commission’s Rules,
47 C.F.R. § 1.401, T1A hereby respectfully requests the Commission to commence the requested
rulemaking to resolve long-standing disputes as to whether the industry standard is
underinclusive (as argued by law enforcemtent) or overinclusive (as urged by privacy
advocates).* TIA also urges the Commission to announce, pursuant to the explicit authoriry
granted to it under CALEA section 107(b)(5), that manufacturers should suspend development of
capabilities to meet J-STD-025 during the pendency of this rulemaking and to establish a
reasonable compliance schedule of at least 24 months from the Commission’s final

determination.

L. Introduction

Oun March 26, 1998, the Center for Democracy and Technology filed a petition, pursuant
to sections 107(b) and 109(b) of CALEA. asking that the Commission initiate a rulemaking to
review the industry “safe harbor™ standard, J-STD-025. The CDT contends that two provisions

3 TLA is a nacional, full-service trade associstion of over 900 small and large companies that provide
communications and information technology products, Mmaterials, systamns, distributions services and professional
services in the United Stases and sround tha world. TIA Is accredited by the American National Standards Institute
("ANSI") to issue standards for the industry.

¢ Section 1.403 of the Commission's Rules, 47 C.F.R. § 1.403, provides for notice and opporrunity
for camment io response to petitions for rulemaking filed under Section 1 401, See also Sections 1.405 and 1.407,
47 CF.R §§ 1,405 and 1.407. In view of the urgent need for the Commission to resolve these uniquely time-
sensitive and lmrportant issues and to essblish a new compliance schadule under section 107(bXS) of CALEA, TIA
requests that the Commission proceed directly to issuancs of a Notice of Propased Rulemaking in response 1o this
Petition for Rulemaking. Authority for such sction is coneained ia Section 1.3 of the Rules, 47 C.F.R § 1.3, and
Section 4(j) of the Conununications Act of 1914, as amended, 47 U.S.C. § 154().

.. .2'.
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of J-STD-025 regarding “location™ and “packet data” exceed the scope of CALEA and,
therefore, render the standard deficient. The CDT also urges the Commission to “reject any
request by the FBI or other agencies to further expand the surveillance capabilities c;f the
Nation’s telecommunications systems” and to “find compliance with the assistance capability
requirements not reasonably achievable for equipment, facilities and services installed o¢
deployed after January |, 1995, and indefinitely delay implementation of the statute, while

industry develops a narrowly focused standard.”

On Masch 27, 1998, the Department of Justice and the Federal Bureau of Investigation
(“FBI™) filed a similar petition, contending that J-STD-025 is deficient because it fails to include
nine additional surveillance features (colloquially known as the “punchlist™) that industry and the
privacy community had determined exceed the scope of CALEA. The Commission should act
on both petitions and immediately initiate a rulemaking to resolve these challenges and avoid
further delay of implementation of CALEA.

The industry standard represents a good-faith effort by industry to balance society’s
competing interests in preserving individual privacy, technological innovation and public safety.
Nevertheless, the ongoing dispute over whether J-STD-02S5 is consistent with CALEA’s
requirements has delayed implementation of the Act by more than two years.. Accordingly, TIA
welcomes the Commission’s resolution of this prolonged dispute.

It is important that the Commission act promptly on the pending petitions, especially in
providing manufacturers with immaediate guidance regarding their compﬁance obligations. As
the Commission is aware, manuficrurers are devoting enormous engineering rssources to build

the equipment and software to meet J.STD-025. Software engineers at several manufacturers are

23
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literally ready to enter the code for the software programs necessary to implement parts of J-
STD-025. The existence of these challenges to J-STD-025 -- seeking, altemnatively, dramatic
expansion and contraction of the standard ~ has created great uncertaiaty about whether
manufacturers will have to modify their solutions. To avoid unnecessary waste of time,
engineering reqources and lost opportunity costs, as well as to avoid further delays in meeting the
Congressional intent expressed when CALEA was passed, manufacturers are in need of
inynediate guidance from the Commission.

Because, even on an expedited basis, the Commission’s substantive determination may
not be compieted for several months (or e\}gn by the October 25, 1998 compliance date), TIA
requests that the Commission immediately announce, at the bcgh.w.ng of its rulemaking: 1) thas
enforcement of CALEA is suspended during the pendency of the rulemaking (as CDT has
suggested) and 2) that manufacturers and carriers will have a reasonable compliance schedule of
at least 24 months to develop, install and test the software and equipment necessary 1o implement
the Commission’s final decision. Otherwise, manufacturers will continue to have to devote
scarce engineering resources to a solution that the Commission may subsequently modify.

In addition, T1A recommends that the Commission adopt, as the FBI has requested, an
expedited rulemaking on the substance of the two petitions. Although these petitions concern
complicated technical and legal issues, TIA is hopeful that a comment schedule similar to that in
the Commission’s recent Notice of Proposad Rulemaking (30-day comment period and 30-day
teply period) will be sufficient.

Finally, as a further means of expediting this process, TIA suggests that — if the
Commission does determine that J-.STD-025 is deficient — the Commission identify the specific

-4
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capabilities it bslieves are required by CALEA and consider remanding any detatled, technical
standardization work to Subcomimittee TR-45.2 (the TIA standards group that initially developed
1.STD-025 in cooperation with Committee T-1). This division of labor would permit the
Commission to focus its resources on the legal question of whether J-STD-025 must be modified
without having to develop the necessary implementing technical specifications. It would also
allow TR-45.2 to ensuse that any modified standard is consistent with existing industry protocols
and capable of actual impiementation.

II. The Commission Immedistely Should Suspend Enforcement of CALEA During the
Pendency of Its Rulemaking

The Commission immediately should suspend enforcement of CALEA during the
pendency of its rulemaking.® In section 107, Congress clearly anticipated the problems that
would arise if the FBI did not agree with an industry standard’s implementation of CALEA's
capability requirements. The statute grants the Commission the authority to resolve disputes
over industry standards and to set a compliance schedule for transition to the final standard that

the Commission promulgates.’ Until the current uncertainty surrounding J-STD-025 has been

5 Suspension of dovelopment work, howsver, will not sffect the on-going pricing effort between
manufacturers and the FBL. As the tlecommunications industry has indicsted in a recent letter to the Attomsy
General. manafacturers are committed to continuing that exsrcisa. See letter from Messrs. Matt Flapigan (President,
TIA). Jay Kitchen (President, Personal Communications Indusy Association), Roy Neel (President, Unlted States
Telephone Association) and Thomas Wheeler (President, Cellular Telecommunications industy Association) to the
Honorsble Janet Reno (March 20, 1998) attached as Appendix 1.

8 See footnote 9, infra.
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resolved, manufacturers should not be required to devote engineering resources developing and
implementing & standard that may be radically modified in the next few months.’

Because any modification in J«STD-025 could require complex changes in a
manufacturer’s individual CALEA solution, proceeding in the face of the current challenges to J-
STD-025 would cause manufacturers to waste valuable engineering resources, sacrificing other
profit-making activity, and expose the companies to the prospect of having to create several
versions of its CALEA solution.! This clearly would not serve the public interest Even before
the pending petitions, manufacturers were concerned about the inherent uncertainty in working
to comply with a standard that the FBI had repeatedly said it would challenge. As a resuit, many
manufacturers iave been cautious about procecding past festure specification development into
actual implementation.

If a schedule for transition to the revised standard is not provided by the Commission and
manufacturers are required to-continue to develop CALEA solutions during the pending
rulemaking, the various manufacturers’ CALEA solutions will rigk being incompatible with each

other. System incompatibility is an enormous risk for service praviders, manufacturers and the

1 Indeed, the ABiorney Geners| suggested as much in her recent testimony before the House
Appropristions Subcommittes for Comumnerce, Justice, State and the Judiciary. in her testimony, the Amomey
Genarul stated chat, in har opinion, initistics of this rulemaking would postpone the compliance date by at least 24
months —~ for at least six moaths during the pendency of the Commission’s review and for at least an addltional 12
months sfier the Commission issues its final decision to allow industry to build and install the equipment necessary
to comply with the Commission’s dstermination. See Testimony of the Anomey Ceneral defore the House
Appropriations Subcommiistee for Comnmerce, State, Justice, the Judiciary and Related Agencies (February 26,
1998).

s Design of the software and hardware necessary to implement CALEA capabilities is very labor
" Intensive. As the Cammission ia well awars, the telecommunications industry is going through an enormous growth
that has strained the pool for talented engineers. [n addition, there ate scveral other pressing technical issues = such
83 Year 2000 (“Y2K") compliance — that threnten reliability peablems in the network if not resolved in a timely
manner and compete for these scarce resources.
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government. As the Commission is awlare. local exchange, celluiar and personal
communications service (“PCS”) providers’ networks frequently intermix various
manufacturers’ telephone network elements. Thus, standards-based, compatible solutions are
critical 10 ensure that such devices are fully interoperable.” Failure to easure uniform
engineering solutions will increase the risk of system unreliability, customer dissatisfuction and
frustrated wiretap service. Rushing to cobble together disparate engineering solutions to avoid
enforcement actions is sure to injure averyone.

Thus, the Commission should provide manufacturers with immediate guidance so that
they will not have to make essentially irrevocable engineering choices until the Commission
resolves whether the standard will expand, contract or runan the same.

III. The Commission Should Establish, at the Beginming of Its Rulemaking, A
Reasonsble Complisace Schedule of at Least 24 Mouths from the Date of the

Commission’s Final Decision for Industry to Bulld snd Deploy the Equipment and
Software Necessary to Implement that Decision

Under section 107(b) of CALEA, the Commission is required to “provide a reasonable
time and conditions for compliance with and transition to any new standard,”'? As the

? This fact was recognized by Congress in crafting CALEA to provide that ndustry (and not
govemment) decids what data is to be provided to law enforcement. Thus, the statuts s designed to permilt industry,
not law enforcement to promulgate safe harbor standasds for CALEA capability. The law also clearly provides that
only such “call identifying information” that manufacturers had themseives enginesred into their devices must be
provided to {aw enforcement, and only if that dats is reasonably available 1o be extracted.

1o Secton 107(b) allows “a Government ageacy or any other person™ that believes that an industry
standard is daficient to

“petition the Commission to establish, by tule, technical requisements or standards that —

(1) mese che sssistance eapability reguirements of section 103 by cost effective methods;

(2) protect the privacy and security of communications not authorized to be intercepted;

(3) minimize tha cost of such compliance on residential ratepayers;

(4) serve the policy of the United States to encourage the provision of new technologias and services to the

public; and
(Continued ...)

07.
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Commission is aware, software development efforts for digital telephony enhancements require
approximately 24 months of re:earch and development time for nianufacmers. In addition,
manufacturers (working with their carrier customers) require several more months '
(approximately 6-12) to modifi/ their equipment facilities and services to accept the naw features
and to test the implementation.'' In the present situation, where Law Enforcement has expressed
an inability to provide any sort of test bed or other facility against which manufacturers might

test proposed solutions, the process could easily take longer. 12

() provide a reasonable tin.e and conditions for compliance with and transition to any new standazd,
including defining the oblipations of telecommunications carriers under section 103 during any mansition
period,”

CALEA, § 107(b); 47 U.S.C. § 1006(b).

In comsidering whiit constitutes 2 reasonable time” for complisnce, the Commissioa should
examine the other factors set forth ir section 107(b). For example, If pressed to accelerste their development and
implsmentation schedule to less thas: two years. manufacturers would nat be able to meet the assistance capabiliry
requirements by the most cost-effect ive methods, as required by Section 107(a)(1).

Similarly, any increasad costs suffered by manufacturers in atempting to satisfy the
Commission's final determinarion i less than two years would inevitably be passed to carriers who (depending on
whether they were reimbursed by the government) would be forced to pass the costs along to the ratepayers - a
rs-:ult dlnoc;ly contrary to the gosl o minimizing the costs of compliance on residential ratcpayaers set forth in
ction 107(0)(2).

Finally, forcing industry to become CALEA compliant in under two years would not serve “the
policy of the United States to encourage the provision of new technologies and services 1o the public,” as snormous
amounts of titne and engincering m.ipower otherwise employed in the pravision of such desirable technologies o
the public would have to he dedieat od to satisfying the Commisasion's final determination.

" See Tastimoay af Masthew 1. Flanigen (President, TIA) before the House Judiciary Subcommittee
on Crime (October 23, 1997) antached as Appendix 2. See alto TIA Comments and Reply Comments in the
Commission’s recent milamnaking. 11 the Matter of Communications Assistance for Law Enforcement Act, CC
Docket No. 97-213, FCC 97-356.

Similarly, in the implementation plaa it submined to Cangress on March 3, 1997, the FBI
acknowledged that standard industr y practice reciuires at least six mtontihs of system engineering followed by an
additional 12 months of engineerin 3 development before new festures can even begin to be reieased to carrier-
customers. Cavn)nmunlcm:ns Assisance for Law Enforcement Act (CALEA) implementation Pian, FBI, 122 & 23
(March 3, 1997). :

2 Despite industry's repestad requests for such information, the FBI still has not identified the third-
party vendor who is to build lts collection “box™ and whea such a callection device would be avallable for interface
- (Continued ...)
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Obviously, because manufacturers bave already begun work toward implementing J-
STD-025, depending on the extent to which the Commission leaves J-STD-025 unmodified,
industry would not require the ordinary 30-36 months to develop and install software and
equipment congistant with the FCC’s final determination. However, as the Commission is well
aware from its recent Notice of Proposed Rulemaking,'> beeause of regrettable delays in the
industry standards process (because of the on-going disputes over CALEA requirements) and the
| publication of the FBI’s final capacity notice (well beyond the date Congress had anticipated), a
* | fwo-year extension of the compliance date is already necessary.'* Indeed, even the Department

of Justice has recognized that an extension will be necessary, given manufacturers’ current

Jf anticipated deployment schedules, ' |

3 Accordingly, the Comnmission should establish a reasonable compliance period of at least
1’ 24 months for industry to develop and install the software and equipment necessary to implement
the Commission’s final decision, irrespective of what that determination might be. This
compliance period is consistent with normal industry practice as well as the Antormney General’s

recent testimony before the House Appropriations Subcommittee for Cormmerce, State, Justice

testing with manufacturers’ solutions. TIA would urge the Commission to use this rulemaking as an opportunity io
obtain this critical information from the FBIL.

13 In the Matter of Conununications Assistance for Law Enforcement Act, Notice of Propased
Rulamaking, CC Docket No. 97-213, FCC 97-356 (reieased Oct. 10, 1997).

1 Sas, e.g. the numsrous Comments and reply Comments filed in the Commission’s recent Notice
i of Proposed Rulemaking, including: Comments of the American Civil Libertiss Union, st 6-10: Reply Comments of
| tho American Civil Libertiet Union, at 5-10; Commaents of the United States Telephone Association, at |3-14; Reply
| Comments of the Personal Communications [ndustry Association. at 5-7; Reply Comments of the
1 Telecommunications [ndustry Asseeiarion, at 6-8.

15 Joiat Petitien for Expedited Rulemaking, § 118; Communications Assistance for Law
Eaforcement Act (CALEA) Implementarion Report, at 15 & Appendix B (Jxnuary 26, 1993).

.9.
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and the Judiciary, where she estimated that industry would require at least 18 months to build the
equipment and software necessary to conform with the Comnmission's final decision.'®

TIA therefore respectfully suggests that allowing industry two years to achieve capability
compliance after the promulgation of the new standard is 2 reasonable schedule. By promptly
announcing that the October 25, 1998 compliance date has been tolled and that industry will be
provided with at least 24 months to comply with any final decision it may reach, the Commission
would permit both itself and industry to focus resources on expeditious resolution of the current
petitions, rather than the hundreds (if not thousands) of separate petitions for extension of the
compliance date (under section 107(c)) which industry is already preparing.

Finally, the Commission's extension should address the aumerous industries (e.g.,
paging) for which neither capability nor capacity requirements have been established. Both J-
STD-025 and the FBI's recently released Final Capacity Notice only address wireline, cellular
and PCS providers.!” Indeed, senior officials of both the Deparmment of Justice and the FBI have
recognized that, because of resource constraints, the FBI has not focused on other industries and
that compliance for such industrics will have to be postponed until after compliance for the
wireline, cellular and PCS industries has been resolved. As a result, the Commission should

16 Ses Testimony of the ARamey General before the House Apprapriations Subcomminee for
Commerce, State, Justice, the Judiciary and Reisted Agencies (February 26, 1998).

17 Ses Implementation of Sestion 104 of the Communications Assistance for Law Enforcement Act,
FBIL, 83 Ped. Rog. 12218, 12220 (March 13, 1998) (“this Final Natice of Capscity should be viewed as the first
phass applicable to telscommunications cagriers offering setvices that are of most immediste concern to law
enforcement - that is, those telecommunicstions carrien offering local exchange services and certain commercial
mobile radio services, specifically cellular service and personsl conunusnications service.™); Joint Petition for an
Expedited Ruiemaking by the Department of Justice and Federal Buresy of Investigation.d 3 (filed March 27, 1998)
(indicating that 3-STD-025 only applies to wireline, cellular and PCS carriers).

«10-
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ensure that the new compliance schedule extends to manufacturers of all telecommunications

equipment, not just those explicitly covered by J-STD-025,

IV. The Commission Should Establish an Expedited Scheduls for Addressing the
Complicated Technical and Legsl l3sues Raised by Thess Petitions

All parties involved in this dispute would prefer as expeditious of a determination as
possible from the Commission. Accordingly, TIA agrees with the Department of Justice’s
request that the ruleshaking be placed on public notice as soon as possible,

As mentioned above, TIA urges the Commission to announce at the beginning of its
rulemaking that: 1) compliance with CALEA is suspended during the pendency of the proposed
rulemaking, and 2) that industry will be provided at least 24 months from the Commission’s final
determination to design, develop and inxtall the software and equipment necessary to implement
the Commission’s decision. TIA also requests that the Commission announce a comment period
similar to that adopted by the Commission In its previous Notice of Proposed Rulemaking -- with
an initial 30 day comument period and a subsequent 30 days for reply comments.

As the Commission is well awi:e. these petitions concem complicated technical issues
that are not always easily conveyed in writing. Thus, TIA’s members are willing to make their
engincers available to the Commission staff in any additional forum that the Commission might

desire.

V. Should the Commission Determine that J-STD-025 is Deficient, It Should Remand
any Technicsl Standardization Work to TR45.2

In the event that the Commission determines that 3-STD-025 must be modified, TIA

suggests that the Commission remand any technical standardization werk to the subcommittee
-11-
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that originally created the standard -~ TR-45.2. Delegation to TR-45.2 would permit the
Commission to focus on the legal question of whether cartain features must be added or removed
from J.STD-025 and avoid expending resousces creating technical specifications for any such
modifications. Delegation to TR-45.2 would aleo allow that subcoxﬁmittce to ensure that any
modifications are harmonious with existing industry protocols as well as the new Lawfully
Authorized Electronic Surveillance (“LAES™) protacol, created by J-STD-025 specifically to
implememt CALEA. |

On remand, the Commission should provide both: 1) detailed guidance of any
modifications it bas decided must be made in J-STD-025 and 2) a reasonable deadline for the
subcommittee to complete its work (with an appropriate ndjugun.m of the compliance date).
The Commission could also consider assigning a staff member to participate in the proccedings.
Depending on the number and technical complexity of any medifications, TIA would suggest a
one year deadline for the subcommittee to publish any modifications,'® with industry required to
comply with the modified standard within 24 months.

V1.  Contlusion
TIA is proud of the hard work and good faith efforts made by the members of
subcomnmittee TR-45.2 and Committee T-1 in establishing J-STD-025. The members of these
- bodies represent some of the finest system and design engineers in the world. For more than two
years they worked closely with law enforcement to develop a standard that schieved

s A anc-yesr deadline is consistent with the scheduie sdopted for the curremt Enhanced Surveiliance
Services standards project. This project, which was initiated in January, Is scheduied to go to ballot by January
1999, with a final publicazion date in Apri] 1999,

-12.
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Congressional intent and provided a careful balance between society's interest in preserving
individual privacy, technological innovation and law enforcement’s ability to execure court-
authorized wisetaps. ‘

TIA looks forward to the Commission’s resolution of any remaining uncertainties
surrounding this standard. Accordingly, T1A usrges the Commission to immediately initiate this
m and to:

l.  suspend iinmediately enforcement of CALEA until the promulgation of
the Commission’s final determination of this dispute;

2 establish, 3t the begianing of its rulemaking, a reasonable compliance
schedule of at least 24 months for industry to develop and install the
software and equipment necessary to implement the Commission’s final

3. establish an expedited schedule for addreusing the complicated technical
and legal issues raised by these petitions; and

4. should the Commission determine that J-STD-02S is deficient, remand any
technical standardization work 1o TR-45.2.
Respectfully submitted,

Telecommunieations Industry Association

Stewart A. Beker Grant Seiffert,
Thomas M. Barbe Direstor of Government Relations
James M. Talet Mathew J. Flanigan
L. Benjamin Ederington President
Steptoe & Johnson LLP 1201 Peansylvanis Avenue, N.W.
1330 Caonnecticst Avenue, N.W. Suite 31S
Washington, D.C. 20036 Washiagton, DC 20004
(202) 429-3000 (202) 383-1483
Counsel for 114
April 2, 1997
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